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If we reduce potentially infectious contacts by 20%, and 56% of the population use the app,
we can considerably slow the epidemic. The app has an effect at all levels of uptake.

Lockdown
500000 - 1
§ | | % App usage
S | I = No app uptake
3 —
¢ 250000~ ! | 1
— 28%
% ! ! 42%
° ! ! 56%
O = 1 ! I

50 0 50 100 150

Days after start of lockdown

O'Neill, No, coronavirus apps don’t need 60% adoption to be effective, MIT Tech Review 6/5/2020
Hinch et al., Effective Configurations of a Digital Contact Tracing App: A report to NHSX, 2020
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Location Systems for Ubiquitous Computing, Jeffrey Hightower and Gaetano Borriello, IEEE Computer 2001
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Anonymous ID Generation, Reporting Exposure Matching Backend Responsibilities
Observation, Storage
Protocat | Anomymous1p | Anonymous 1D Protocol Reporting L o) Protocol Exposure Matching Protocol Backend Responsibilities
Gensntie | Uploads report with | Downloads reports from server, verily T TCN Report storage
(bytes) i po por y
Ton | Ay Keypa o TCN | report signatures, re-generate TCN, check Dyt | Cckoo filier F contining uploaded sced
deterministic raichet 134-389 signed, against list of observed TCNs N paits. pushing F to client devices
— - e s Server sends Cuckoo flie F 1o devices MITPACT |  CHP Iog sorage, permission number
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=y St ppar | S el e et ey e ——
MITPACT | yecrministic PRE ad Uloadsa serof epoch " in the filter, if yes then alert a potential GAEN Diagnosis key storage
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Tt ey elevant epochs Downloads relevant portions of Exposure
GAEN deterministic HKDF t “Obtains permission MITPACT | database, re-generate chirp values, check
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chi logs conssing of | 32vtime : :
prooco | Anonymous D Oecrvation ad Loca MITBACT | e ot | lenson Dovrloadreevant porions of pulic s,
il B ' S—— end ime wples UW PACT fgencrals 148 from seeds
- Siores TON valie b1t approximate time of each id broadeast,
iores hash of EpRID and cpoch number 1, 32+time check (id, t) pair against observed pairs
opT proximit. duration.and coane time s Downlaods Diagnosis K
Siores . ime, Blucioot signal GAEN re-generate RPIs, check ag
MILPACT! strength, and optionally location Keys consisting of - observed RPIs
TUWPACT | Sioresidandtimet GAEN Temporary Exposure | (L lengh
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e | ENervaiNumber i

TCN Coaliation, Component-Based Comparison of Privacy-First Exposure Notification Protocol, 2020
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Altmann et al., Acceptability of app—based contact tracing for COVID-19: Cross-country survey evidence, 2020.5
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Willingness to protect family and friends (68%), a sense of
responsibility towards the community (53%), and a hope
that the app may stop the epidemic (55%)

Concerns about gov. surveillance at the end of the epidemic
(mentioned by 42% of respondents) and cyber security (fears
that the app could make the phone vulnerable to hackers; 35%)

Altmann et al., Acceptability of app—based contact tracing for COVID-19: Cross-country survey evidence, 2020.5
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Li et al., Decentralized is not risk-free: Understanding public perceptions of privacy-utility trade-offs in COVID-19 contact-tracing apps, 2020
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Intent to install increases with app sensitivity COVID19 apps that cut infection rate by 50%

could inspire a majority of Americans to install

80%
g 73%
o
é 60% 63% ,mj
=
3 . i
£ ] 63.0% P T
1: 46% H IR T2
g 0% H
S 34% : +’*‘
2
s §
S 20% ¢
©
g
a

0%

99% 50% 10% 1%

% of Coronavirus Exposures App Detects

Infection Rate Reduction (Baseline: 30/1000 infected)

Redmiles et al., How good is good enough for COVID19 apps? The influence of benefits, accuracy, and privacy on willingness to adopt, 2020
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No location infected users is helpful.
oo so% 0% s 100% o0 50% 100
Percentage of responses Percentage of responses

. ! Survey: n=244,
Willingness to install app User preferences 4/27-%//7, 2020, USA

Li et al., Decentralized is not risk-free: Understanding public perceptions of privacy-utility trade-offs in COVID-19 contact-tracing apps, 2020
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(manual contact tracing): Iﬁ&l 7°|'I‘||2|' '6.'_|-71|

AR A HEEAL AR W3l m]
A=A AR TE, AR X2 HE 2'3 0|5} M, > M TR 0|8 HF (79(i), 18(3))
BT AL 21O H ALY 32|
MICHE=(EEZH Al MICH ) O] 4 50
S3UUZL e oM 2R 0]} HF (8agiii)(iv), 12(1))
MICHZE, #ha2]Ql of M3 mAb

L. Ferretti et al,, Quantifying SARS-COV-2 Transmission Suggests Epidemic Control with Digital Contact Tracing, 368(6492) Science (2020).
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IT 7| tn'_l' XI‘% OI %73 2 -’lsx—]l(automated contact tracing): 4

Health insurance
agencies and
hospitals

l l = ; ;

. 0 Closed-circuit Credit, debit, o Personal Prescription
Location data :g;v::g;ahon television and prepaid card ‘T::::itspass identification and medical
footage transactions information records

Mobile phone Immigration Police Credit card Public transit Government
carriers services companies companies agencies

SOURCES

DATA
CATEGORIES

1 |

[ Police ]—v [ Korea Centers for Disease Control and Prevention ] Ministry of Health and Welfare

| Clear legal mandate for disclosure 7(“’%’;;%1:.':'3)

« National Health Insurance « Central government agencies * Municipal governments
Service's IT System « Health care professionals « Local governments

« Health Insurance Review and  Health care associations
Assessment Service's IT System

Public disclosure ]

DATA COLLECTION
AND DISTRIBUTION

« Health insurance agencies

S. Park, G.J. Choi & H. Ko, Information Technology-Based Tracing Strategy in Response to COVID-1g in South Korea—Privacy Controversies, 323(21) JAMA 2129-30 (2020).
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Screening in Practice

Mass screening: theory and ethics

David Mant, Godfrey Fowler

—

. QHARIO) Ch HAPE X 20|

. oMl gl Me +8IE D o
. SHEITHR| 59 0| & ZE B[ 80 B
. AL BN, ERp2o] I BolE

(BMJ, 1990)

Ethics of screening for asymptomatic herpes virus type 2
infection

Ingela Krantz, Gun-Britt Lowhagen, Beth Maina Ahlberg, Tore Nilstun

Commercial tests for herpes simplex virus are now widely available, and some experts have
advocated screening. But can screening be ethical when false positive results occur, many infected

people are asymptomatic, and no cure is available?

Table 1 Predictive values when screening for HSV-2 among populations with varying
prevalence of genital herpes infection assuming 96% sensitivity and 97% specificity of

test method

Prevalence  Predictive value
of HSV-2
Reference F and time Place (%) Positive Negative
Vyse et al*™® 3337 citizens, 1994-5 United Kingdom 42 58.4 99.8
Copas et al" 1359 blood donors, 1992 London 7.7 72.7 99.7
Mindel et al*™® 2616 antenatal clinic attendants, ~ Sydney, Australia 125 82.1 99.4
1995-8

Malkin et al"'® 4412 citizens, 1996 France 172 90.0 98.9
Fleming et al® 13 094 citizens, 1988-94 United States 219 89.9 98.9
Roest et a’ 654 STD clinic 1998 3 220 90.0 98.9
Cowan et al*"” 833 GUM clinic attendants*, 1990-1 ~ London 22.7 90.4 98.8
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Health and the Law

The Ethics of Screening for Early Intervention in HIV Disease
9 v (AJPH, 1989)
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DETENTION AND THE
CONTROL OF TUBEREULOSIS
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Viewpoint
April 23, 2020

Information Technology-Based Tracing Strategy in
Response to COVID-19 in South Korea—Privacy
Controversies

Sangchul Park, JSD'; Gina Jeehyun Choi, JSD%; Haksoo Ko, JD, PhD3#
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& WHO, 22LH9 MAHZ cheel o2 Mo
(20.6. 14 7|2 &322} 7,690,708, At 427,6309)

WHO Corﬂqnavirrus Disease (COVID-19) Dashboard Overview Explorer

<t updated: 2020

kit 3
‘Choropleth Bubble
Map Map
Total
142,672

new cases

\

7,690,708

confimed cases

K

427,630 @ Downlo:

deaths
‘Source: Word

Globally, as of 1:57pm CEST, 14 June 2020, there have been 7,690,708 confirmed cases of COVID-19, including 427,630 deaths,
reported to WHO.
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